
Electronic signature

Signed by

Bakke, Lene
(Name entered manually by the signer) 

This document was signed with a SMS one-time password, sent to
+4791689210

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

30.03.2022 22.49.33
Signature method

SMS OTP

Signed by

Fagerhaug, Camilla
(Identity verified with BankID (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

30.03.2022 15.04.49
Date of birth

1978-05-19
Signature method

BankID (NO)

Signed by

Engstad, Ida Elisabeth
(Identity verified with BankID Mobil (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

30.03.2022 16.12.41
Date of birth

1984-08-09
Signature method

BankID Mobil (NO)

Signed by

Takvannsbukt, Daniel Nilsen
(Identity verified with BankID Mobil (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

30.03.2022 16.36.13
Date of birth

1980-04-27
Signature method

BankID Mobil (NO)

Signed by

Fosshaug, Karin
(Identity verified with BankID Mobil (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

31.03.2022 10.35.57
Date of birth

1963-11-12
Signature method

BankID Mobil (NO)

Signed by

Vatne, Helge
(Identity verified with BankID Mobil (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

30.03.2022 14.33.55
Date of birth

1959-09-29
Signature method

BankID Mobil (NO)



Signed by

Høgås, Jenni Mari
(Identity verified with BankID Mobil (NO))

Date and time (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna

31.03.2022 12.49.00
Date of birth

1995-02-17
Signature method

BankID Mobil (NO)



Balanserapport for periode 202100-202113
5425-Storfjord

202100 -202113 202000-202013

Dette år Forrige år

EIENDELER
1560 Fordring sentral organisasjonsdrift 3 918 6 356

1561 Internt mellomværende organisasjon -12 313 -26 810

Sum Fordringer -8 395 -20 454

1920 Driftskonto 1 48 395 65 620

Sum Bankinnskudd 48 395 65 620

Sum Eiendeler 40 000 45 166

EGENKAPITAL OG GJELD
Periodens resultat - -

2050 Fri egenkapital -40 000 -40 000

Sum Egenkapital -40 000 -40 000

2960 Påløpte kostnader 0 -5 166

Sum Gjeld 0 -5 166

Sum Egenkapital og Gjeld -40 000 -45 166

Differanse - -

Sted: Storfjord Dato: 30.03.22

Lene Bakke Ida Elisabeth Engstad

leder nestleder

Camilla Fagerhaug Daniel Takvannsbukt

styremedlem styremedlem

Karin Fosshaug Helge Vatne

styremedlem styremedlem

Jenni-Mari Høgås

styremedlem
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  {

    "SignerId": "78d0f45b-bc9a-47e1-9e23-ae6800ce4f56",

    "SignerName": "Bakke, Lene ",

    "DateOfBirth": null,

    "EacceptMethodUniqueId": "+4791689210",

    "HandwrittenSignature": null,

    "EacceptMethod": "SMS OTP",

    "EacceptMethodRaw": "sms_otp",

    "IsSmsOtp": true,

    "ShowNameIsManuallyEnteredBySignerLabel": true,

    "SignedTime": "2022-03-30T20:49:33.6900876Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

            "OS": "Mac OS X 10.15.6",

            "IP": "141.195.36.41",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.139",

            "NET_VERSION": null,

            "MachineName": "RD281878948FAC"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-03-30T12:31:09.0842359Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "20.103.18.210",

                "key": "Server-IP"

              },

              {

                "value": "pbb68d144b5cd41f5b826e98bc51be3b4",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-03-30T20:48:42.4672414Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: Leder.storfjord@utdanningsforbundet.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              },

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "78d0f45b-bc9a-47e1-9e23-ae6800ce4f56",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-127d6142-b5b8-4005-b213-ae6800ce4f40",

            "TimeStamp": "2022-03-30T20:48:44.0808151Z",

            "Data": [

              {

                "value": "JV0TL2KObqlRrviCxYOg+4YFDf6ryEBX0NHBBDoajSA=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Storfjord-balanse pr 31.12.21",

                "key": "document-title"

              },

              {

                "value": "127d6142-b5b8-4005-b213-ae6800ce4f40",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-03-30T20:48:57.4253839Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "3d48fe0b6be74b5495c1ae680157091f",

                "key": "authentication-session-id"

              },

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-03-30T20:48:57Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=8945de99-5220-4d84-a6bd-855f17b7c2a7",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-03-30T20:48:58Z",

            "Data": [

              {

                "value": "141.195.36.41",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: SMS OTP Delivery Success",

            "TimeStamp": "2022-03-30T20:49:06Z",

            "Data": [

              {

                "value": "+4791689210",

                "key": "phoneNumber"

              },

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: SMS OTP Verification Success",

            "TimeStamp": "2022-03-30T20:49:27Z",

            "Data": [

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-03-30T20:49:28.3265742Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "3d48fe0b6be74b5495c1ae680157091f",

                "key": "authentication-sessionId"

              },

              {

                "value": "SmsOtp",

                "key": "authentication-method"

              },

              {

                "value": "+4791689210",

                "key": "auth-response-unique-id"

              },

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "entered-personal-info",

            "TimeStamp": "2022-03-30T20:49:33.6789117Z",

            "Data": [

              {

                "value": "User entered personal info",

                "key": "description"

              },

              {

                "value": "The chosen id-provider does not include this information",

                "key": "reason"

              },

              {

                "value": "Lene ",

                "key": "firstname"

              },

              {

                "value": "Bakke",

                "key": "lastname"

              },

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-03-30T20:49:33.6945462Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "141.195.36.41",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {},

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": true

  },

  {

    "SignerId": "6692c94e-3ad2-4922-b750-ae6800ce4f56",

    "SignerName": "Fagerhaug, Camilla",

    "DateOfBirth": "1978-05-19",

    "EacceptMethodUniqueId": "9578-5997-4-843788",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID (NO)",

    "EacceptMethodRaw": "no_bankid_netcentric",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-03-30T13:04:49.6160997Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

            "OS": "iOS 15.3.1",

            "IP": "77.18.57.1",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.139",

            "NET_VERSION": null,

            "MachineName": "RD281878948FAC"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-03-30T12:31:09.0842359Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "20.103.18.210",

                "key": "Server-IP"

              },

              {

                "value": "pbb68d144b5cd41f5b826e98bc51be3b4",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-03-30T13:03:49.1431489Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4795053077",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "6692c94e-3ad2-4922-b750-ae6800ce4f56",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-127d6142-b5b8-4005-b213-ae6800ce4f40",

            "TimeStamp": "2022-03-30T13:03:50.6842944Z",

            "Data": [

              {

                "value": "JV0TL2KObqlRrviCxYOg+4YFDf6ryEBX0NHBBDoajSA=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Storfjord-balanse pr 31.12.21",

                "key": "document-title"

              },

              {

                "value": "127d6142-b5b8-4005-b213-ae6800ce4f40",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-03-30T13:04:19.2698905Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "26f4aaaef8684a04985fae6800d76b84",

                "key": "authentication-session-id"

              },

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-03-30T13:04:19Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=8945de99-5220-4d84-a6bd-855f17b7c2a7",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-03-30T13:04:21Z",

            "Data": [

              {

                "value": "77.18.57.1",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Session Created",

            "TimeStamp": "2022-03-30T13:04:22Z",

            "Data": [

              {

                "value": "ComCDz3PXCWhnBl6",

                "key": "clientId"

              },

              {

                "value": "r3T7jznk3QgSozHhdKgU8PIAypED",

                "key": "traceId"

              },

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Initiated",

            "TimeStamp": "2022-03-30T13:04:24Z",

            "Data": [

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Success",

            "TimeStamp": "2022-03-30T13:04:48Z",

            "Data": [

              {

                "value": "9578-5997-4-843788",

                "key": "providerId"

              },

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-03-30T13:04:49.6530454Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "26f4aaaef8684a04985fae6800d76b84",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidNetcentric",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-843788",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-03-30T13:04:49.6590403Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "77.18.57.1",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1978-05-19"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "2d8c5ade-1f62-432a-af09-ae6800ce4f56",

    "SignerName": "Engstad, Ida Elisabeth",

    "DateOfBirth": "1984-08-09",

    "EacceptMethodUniqueId": "9578-5997-4-768310",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-03-30T14:12:41.2109979Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

            "OS": "iOS 15.2.1",

            "IP": "178.74.45.35",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.139",

            "NET_VERSION": null,

            "MachineName": "RD281878948FAC"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-03-30T12:31:09.0842359Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "20.103.18.210",

                "key": "Server-IP"

              },

              {

                "value": "pbb68d144b5cd41f5b826e98bc51be3b4",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-03-30T14:11:26.2775427Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4795924097",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "2d8c5ade-1f62-432a-af09-ae6800ce4f56",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-127d6142-b5b8-4005-b213-ae6800ce4f40",

            "TimeStamp": "2022-03-30T14:11:27.5352486Z",

            "Data": [

              {

                "value": "JV0TL2KObqlRrviCxYOg+4YFDf6ryEBX0NHBBDoajSA=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Storfjord-balanse pr 31.12.21",

                "key": "document-title"

              },

              {

                "value": "127d6142-b5b8-4005-b213-ae6800ce4f40",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-03-30T14:12:01.8665771Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "f0b6b5f9c0f547ea944dae6800ea045f",

                "key": "authentication-session-id"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-03-30T14:12:01Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=8945de99-5220-4d84-a6bd-855f17b7c2a7",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-03-30T14:12:03Z",

            "Data": [

              {

                "value": "178.74.45.35",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-03-30T14:12:11Z",

            "Data": [

              {

                "value": "95924097",

                "key": "mobile"

              },

              {

                "value": "090884",

                "key": "dateOfBirth"

              },

              {

                "value": "B36FjFGIX+hbsUl6AsyBtL9oLeM=",

                "key": "transactionRef"

              },

              {

                "value": "GYLDIG KRONE",

                "key": "merchantRef"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-03-30T14:12:11Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-03-30T14:12:39Z",

            "Data": [

              {

                "value": "9578-5997-4-768310",

                "key": "providerId"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-03-30T14:12:41.2459321Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "f0b6b5f9c0f547ea944dae6800ea045f",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-768310",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-03-30T14:12:41.251948Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "178.74.45.35",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1984-08-09"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "d40e49d4-a6cd-4b07-a780-ae6800ce4f56",

    "SignerName": "Takvannsbukt, Daniel Nilsen",

    "DateOfBirth": "1980-04-27",

    "EacceptMethodUniqueId": "9578-5997-4-358565",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-03-30T14:36:13.3242029Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

            "OS": "iOS 15.3.1",

            "IP": "141.195.46.103",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.139",

            "NET_VERSION": null,

            "MachineName": "RD281878948FAC"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-03-30T12:31:09.0842359Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "20.103.18.210",

                "key": "Server-IP"

              },

              {

                "value": "pbb68d144b5cd41f5b826e98bc51be3b4",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-03-30T14:34:44.1994782Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4797189265",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "d40e49d4-a6cd-4b07-a780-ae6800ce4f56",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-127d6142-b5b8-4005-b213-ae6800ce4f40",

            "TimeStamp": "2022-03-30T14:34:44.6612878Z",

            "Data": [

              {

                "value": "JV0TL2KObqlRrviCxYOg+4YFDf6ryEBX0NHBBDoajSA=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Storfjord-balanse pr 31.12.21",

                "key": "document-title"

              },

              {

                "value": "127d6142-b5b8-4005-b213-ae6800ce4f40",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-03-30T14:35:19.8567317Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "0bd8857937954fe89a5dae6800f06aac",

                "key": "authentication-session-id"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-03-30T14:35:19Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=8945de99-5220-4d84-a6bd-855f17b7c2a7",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-03-30T14:35:21Z",

            "Data": [

              {

                "value": "141.195.46.103",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-03-30T14:35:51Z",

            "Data": [

              {

                "value": "97189265",

                "key": "mobile"

              },

              {

                "value": "270480",

                "key": "dateOfBirth"

              },

              {

                "value": "CxzvmGkKhmqw1b1Nd9D8N3CB7ws=",

                "key": "transactionRef"

              },

              {

                "value": "ORANSJE LYKT",

                "key": "merchantRef"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-03-30T14:35:51Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-03-30T14:36:11Z",

            "Data": [

              {

                "value": "9578-5997-4-358565",

                "key": "providerId"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-03-30T14:36:13.3577215Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "0bd8857937954fe89a5dae6800f06aac",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-358565",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-03-30T14:36:13.3732121Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "141.195.46.103",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1980-04-27"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "dca76082-540b-4cde-b8cc-ae6800ce4f56",

    "SignerName": "Fosshaug, Karin",

    "DateOfBirth": "1963-11-12",

    "EacceptMethodUniqueId": "9578-5997-4-379050",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-03-31T08:35:57.7964943Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

            "OS": "Mac OS X 10.15.6",

            "IP": "185.39.201.130",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.139",

            "NET_VERSION": null,

            "MachineName": "RD281878948FAC"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-03-30T12:31:09.0842359Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "20.103.18.210",

                "key": "Server-IP"

              },

              {

                "value": "pbb68d144b5cd41f5b826e98bc51be3b4",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-03-31T08:35:09.1929162Z",

            "Data": [

              {

                "value": "User clicked link sent in Email to: Karin.fosshaug@storfjord.kommune.no",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "dca76082-540b-4cde-b8cc-ae6800ce4f56",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-127d6142-b5b8-4005-b213-ae6800ce4f40",

            "TimeStamp": "2022-03-31T08:35:11.6247291Z",

            "Data": [

              {

                "value": "JV0TL2KObqlRrviCxYOg+4YFDf6ryEBX0NHBBDoajSA=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Storfjord-balanse pr 31.12.21",

                "key": "document-title"

              },

              {

                "value": "127d6142-b5b8-4005-b213-ae6800ce4f40",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-03-31T08:35:33.1664303Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "4d007ac1dfab46ffae63ae69008d99c0",

                "key": "authentication-session-id"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-03-31T08:35:33Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=8945de99-5220-4d84-a6bd-855f17b7c2a7",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-03-31T08:35:34Z",

            "Data": [

              {

                "value": "185.39.201.130",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-03-31T08:35:44Z",

            "Data": [

              {

                "value": "97959541",

                "key": "mobile"

              },

              {

                "value": "121163",

                "key": "dateOfBirth"

              },

              {

                "value": "VpIkkisH732zC1j+K5RfuMZEmzs=",

                "key": "transactionRef"

              },

              {

                "value": "BETENKT DUPP",

                "key": "merchantRef"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-03-31T08:35:44Z",

            "Data": [

              {

                "value": "97959541",

                "key": "mobile"

              },

              {

                "value": "121163",

                "key": "dateOfBirth"

              },

              {

                "value": "VpIkkisH732zC1j+K5RfuMZEmzs=",

                "key": "transactionRef"

              },

              {

                "value": "BETENKT DUPP",

                "key": "merchantRef"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-03-31T08:35:56Z",

            "Data": [

              {

                "value": "9578-5997-4-379050",

                "key": "providerId"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-03-31T08:35:57.942613Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "4d007ac1dfab46ffae63ae69008d99c0",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-379050",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-03-31T08:35:57.9531923Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "185.39.201.130",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_6) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Safari/605.1.15",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1963-11-12"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "06a550af-a4e9-43dd-a9e7-ae6800ce4f56",

    "SignerName": "Vatne, Helge",

    "DateOfBirth": "1959-09-29",

    "EacceptMethodUniqueId": "9578-5997-4-244929",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-03-30T12:33:55.6886351Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

            "OS": "iOS 15.2",

            "IP": "141.195.63.109",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.139",

            "NET_VERSION": null,

            "MachineName": "RD281878948FAC"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-03-30T12:31:09.0842359Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "20.103.18.210",

                "key": "Server-IP"

              },

              {

                "value": "pbb68d144b5cd41f5b826e98bc51be3b4",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-03-30T12:32:06.0341659Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4790570451",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "06a550af-a4e9-43dd-a9e7-ae6800ce4f56",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-127d6142-b5b8-4005-b213-ae6800ce4f40",

            "TimeStamp": "2022-03-30T12:32:07.0987277Z",

            "Data": [

              {

                "value": "JV0TL2KObqlRrviCxYOg+4YFDf6ryEBX0NHBBDoajSA=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Storfjord-balanse pr 31.12.21",

                "key": "document-title"

              },

              {

                "value": "127d6142-b5b8-4005-b213-ae6800ce4f40",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-03-30T12:33:20.6405151Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "12ffbb4b1ae840468e9fae6800cee972",

                "key": "authentication-session-id"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-03-30T12:33:20Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=8945de99-5220-4d84-a6bd-855f17b7c2a7",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-03-30T12:33:21Z",

            "Data": [

              {

                "value": "141.195.63.109",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-03-30T12:33:38Z",

            "Data": [

              {

                "value": "90570451",

                "key": "mobile"

              },

              {

                "value": "290959",

                "key": "dateOfBirth"

              },

              {

                "value": "he3O3opYjCZfSdDoe8cquf3Gts8=",

                "key": "transactionRef"

              },

              {

                "value": "FAST SLAGER",

                "key": "merchantRef"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-03-30T12:33:38Z",

            "Data": [

              {

                "value": "null",

                "key": "mobile"

              },

              {

                "value": "null",

                "key": "dateOfBirth"

              },

              {

                "value": "null",

                "key": "transactionRef"

              },

              {

                "value": "null",

                "key": "merchantRef"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-03-30T12:33:54Z",

            "Data": [

              {

                "value": "9578-5997-4-244929",

                "key": "providerId"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-03-30T12:33:55.7219952Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "12ffbb4b1ae840468e9fae6800cee972",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5997-4-244929",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-03-30T12:33:55.732121Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "141.195.63.109",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_2 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.2 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1959-09-29"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  },

  {

    "SignerId": "7cbd6635-2c7e-4fca-897d-ae6800ce4f56",

    "SignerName": "HÃ¸gÃ¥s, Jenni Mari",

    "DateOfBirth": "1995-02-17",

    "EacceptMethodUniqueId": "9578-5999-4-3290309",

    "HandwrittenSignature": null,

    "EacceptMethod": "BankID Mobil (NO)",

    "EacceptMethodRaw": "no_bankid_mobile",

    "IsSmsOtp": false,

    "ShowNameIsManuallyEnteredBySignerLabel": false,

    "SignedTime": "2022-03-31T10:49:00.7103304Z",

    "Events": [

      {

        "Environment": {

          "SigningServer": null,

          "SigningClient": {

            "PKIProvider": null,

            "UserAgent": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

            "OS": "iOS 15.3.1",

            "IP": "46.15.109.92",

            "Platform": null

          },

          "HostServer": {

            "DNS": "sign-api.idfy.io",

            "OS": "Microsoft Windows NT 10.0.14393.0",

            "IP": "10.161.86.139",

            "NET_VERSION": null,

            "MachineName": "RD281878948FAC"

          }

        },

        "Signature": [],

        "Events": [

          {

            "Name": "document-created",

            "TimeStamp": "2022-03-30T12:31:09.0842359Z",

            "Data": [

              {

                "value": "Created by API (https://sign-api.idfy.io/api/documents)",

                "key": "description"

              },

              {

                "value": "20.103.18.210",

                "key": "Server-IP"

              },

              {

                "value": "pbb68d144b5cd41f5b826e98bc51be3b4",

                "key": "Oauth2-ClientId"

              }

            ]

          },

          {

            "Name": "link-clicked",

            "TimeStamp": "2022-03-31T10:48:16.2911258Z",

            "Data": [

              {

                "value": "User clicked link sent in SMS to: +4745069134",

                "key": "description"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "7cbd6635-2c7e-4fca-897d-ae6800ce4f56",

                "key": "signer-id"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "off",

                "key": "auth-before-sign-mechanism"

              }

            ]

          },

          {

            "Name": "read-document-127d6142-b5b8-4005-b213-ae6800ce4f40",

            "TimeStamp": "2022-03-31T10:48:17.7533631Z",

            "Data": [

              {

                "value": "JV0TL2KObqlRrviCxYOg+4YFDf6ryEBX0NHBBDoajSA=",

                "key": "document-hash-sha-256"

              },

              {

                "value": "Storfjord-balanse pr 31.12.21",

                "key": "document-title"

              },

              {

                "value": "127d6142-b5b8-4005-b213-ae6800ce4f40",

                "key": "document-id"

              },

              {

                "value": "ng2-pdf-viewer version 5.3.2, pdfjs worker 2.1.266",

                "key": "pdf-viewer"

              },

              {

                "value": "User viewed document in pdfViewer",

                "key": "description"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "init-eaccept-auth",

            "TimeStamp": "2022-03-31T10:48:28.8962432Z",

            "Data": [

              {

                "value": "User has to accept/sign the document(s) with specified authentication methods",

                "key": "description"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9a5b5330497e46e394aaae6900b21c50",

                "key": "authentication-session-id"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Session Created",

            "TimeStamp": "2022-03-31T10:48:28Z",

            "Data": [

              {

                "value": "191.235.161.5",

                "key": "ipAddress"

              },

              {

                "value": "https://id-api.idfy.io/sessions?accountId=8945de99-5220-4d84-a6bd-855f17b7c2a7",

                "key": "requestUrl"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: User Initiated",

            "TimeStamp": "2022-03-31T10:48:30Z",

            "Data": [

              {

                "value": "46.15.109.92",

                "key": "ipAddress"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "userAgent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Session Created",

            "TimeStamp": "2022-03-31T10:48:42Z",

            "Data": [

              {

                "value": "45069134",

                "key": "mobile"

              },

              {

                "value": "170295",

                "key": "dateOfBirth"

              },

              {

                "value": "VkRDhpTjxGtRlqLdOs1dbVqLpfc=",

                "key": "transactionRef"

              },

              {

                "value": "DJERV MUSKEL",

                "key": "merchantRef"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Initiated",

            "TimeStamp": "2022-03-31T10:48:43Z",

            "Data": [

              {

                "value": "45069134",

                "key": "mobile"

              },

              {

                "value": "170295",

                "key": "dateOfBirth"

              },

              {

                "value": "VkRDhpTjxGtRlqLdOs1dbVqLpfc=",

                "key": "transactionRef"

              },

              {

                "value": "DJERV MUSKEL",

                "key": "merchantRef"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "Id-event: Norwegian BankID Mobile Success",

            "TimeStamp": "2022-03-31T10:48:58Z",

            "Data": [

              {

                "value": "9578-5999-4-3290309",

                "key": "providerId"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-authsession-success",

            "TimeStamp": "2022-03-31T10:49:00.7484674Z",

            "Data": [

              {

                "value": "User has successfully authed",

                "key": "description"

              },

              {

                "value": "9a5b5330497e46e394aaae6900b21c50",

                "key": "authentication-sessionId"

              },

              {

                "value": "NoBankidMobile",

                "key": "authentication-method"

              },

              {

                "value": "9578-5999-4-3290309",

                "key": "auth-response-unique-id"

              },

              {

                "value": "-----BEGIN CERTIFICATE----------END CERTIFICATE-----",

                "key": "signing-certificate"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          },

          {

            "Name": "eaccept-sign-success",

            "TimeStamp": "2022-03-31T10:49:00.7562383Z",

            "Data": [

              {

                "value": "User has successfully used eaccept to sign the document",

                "key": "description"

              },

              {

                "value": "identification",

                "key": "mechanism"

              },

              {

                "value": "46.15.109.92",

                "key": "client-ip"

              },

              {

                "value": "Mozilla/5.0 (iPhone; CPU iPhone OS 15_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/15.3 Mobile/15E148 Safari/604.1",

                "key": "user-agent"

              }

            ]

          }

        ]

      }

    ],

    "MergeFieldData": {

      "DateOfBirth": "1995-02-17"

    },

    "EidLogo": null,

    "NameIsManuallyEnteredBySigner": false

  }
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